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1.   INTRODUCTION TC "1.   INTRODUCTION" \f C \l "1" 
Safety, security, and emergency preparedness affect every aspect of New Mexico public transportation.  Identifying and addressing potential threats and hazards can save lives and reduce injuries and costs.  Since safety and security issues are all encompassing, each New Mexico transportation system must designate safety and security as its top priority.
Consistent with guidance and requirements established by the U.S. Department of Transportation, the U.S. Department of Homeland Security, the Federal Transit Administration and the New Mexico Department of Transportation to address safety, security and emergency preparedness in all aspects of our organizational development, NAME OF TRANSIT AGENCY developed this Safety, Security and Emergency Preparedness Plan (SSEPP). This SSEPP outlines the process used by our agency to make informed decisions appropriate for our operations, passengers, employees and community regarding the development and implementation of a comprehensive safety, security, and emergency preparedness program.
This SSEPP is used in conjunction with the New Mexico Department of Transportation Transit Operating Procedures for Safety and Security (TOPSS) document. This SSEPP and the TOPSS are bookend tools used by NAME OF TRANSIT AGENCY to enhance safety, security, and emergency preparedness.
Developing and using this SSEPP is an integral part of our pro-active attempt to live up to our responsibilities to our employees, passengers, communities, state and nation.  This SSEPP meets the safety, security, and emergency preparedness standards we set for our agency and is consistent with the expectations of the New Mexico Department of Transportation and the Federal Transit Administration.
The program, policies, procedures, plans, and infrastructure described in this SSEPP represent NAME OF TRANSIT AGENCY commitment to its safety, security, and emergency preparedness mission.
2.   ADMINISTRATION OF SSEPP TC "2.   ADMINISTRATION OF SSEPP" \f C \l "1" 
2.1   Foundation TC "2.1   Foundation" \f C \l "2" 
2.1A. - AUTHORITY
The authority for implementing this SSEPP resides with the Transit Manager of NAME OF TRANSIT AGENCY and entities responsible for transit oversight authority.
2.1B   MISSON
The management of NAME OF TRANSIT AGENCY is committed to operate safe and secure services for employees and passengers.  Management also commits the transit organization to be an emergency response resource to the community or region.  Towards this end, this SSEPP is an important and ongoing cornerstone of our transit operation
2.1C. - PURPOSE
This SSEPP defines our process for addressing safety, security, and emergency preparedness as:
· System Safety – The application of operating policies and procedures to reduce vulnerability to safety-related hazards.
· System Security – The application of operating policies and procedures to reduce vulnerability to security threats.
· Emergency Preparedness – The system of policies and procedures that assure rapid, controlled, and predictable responses to localized and regional emergencies using an all-hazards approach.
The overall purpose of this SSEPP is to optimize -- within the constraints of time, cost, and operational effectiveness -- the level of protection afforded to the passengers, employees, and contractors of NAME OF TRANSIT AGENCY during normal operations and under emergency conditions.
2.1D. - GOALS
The SSEPP:
· Ensures that safety, security and emergency preparedness are addressed during all phases of system operation.
· Promotes analysis tools and methodologies to encourage safe and secure system operations through the identification, evaluation and resolution of threats and vulnerabilities.
· Creates a culture that supports employee and system safety and security during normal and emergency conditions.

2.1E. - DEFINITION
In this SSEPP, the terms “transit vehicle” or “bus” are used to describe all types of transit surface conveyances including sedans, mini-vans, vans, body-on-chassis, mini-transit buses and the wide range of full-size coaches.


2.2   Responsibilities TC "2.2   Responsibilities" \f C \l "2" 
2.2A. - PHILOSOPHY

If confronted with a safety or security event or emergency, NAME OF TRANSIT AGENCY makes all efforts to ensure that personnel will respond effectively and use good judgment based on our established rules and procedures.
This level of proficiency requires that we establish formal mechanisms for all transit personnel to identify and report safety or security hazards, threats and vulnerabilities associated with [NAME OF TRANSIT AGENCY] operations, and develop controls to eliminate or minimize identified hazards, threats and vulnerabilities. This SSEPP also requires our transit system to:
· Coordinate with local law enforcement and other public safety agencies to manage response to any incident that occurs on a transit vehicle or affects transit operations, and 

· Identify a process for integrating transit resources and capabilities into the community response effort to support emergency management. 

Transit management expects all employees and contractors to support this SSEPP.

2.2B. – ROLE OF THE TRANSIT MANAGER
The Transit Manager has the overall authority to develop and execute this SSEPP and ultimate accountability for its implementation.  In addition, the Transit Manager and designated staff are responsible for overseeing the safety, security, and emergency preparedness functions including but not limited to:
· Proactive leadership that supports safety, security, and emergency preparedness planning.
· Ensuring that sufficient resources and attention are devoted to the SSEPP.
· Developing an effective notification and reporting system for safety/security incidents and emergencies.
· Designating an individual or individuals to manage the SSEPP.
· Supporting and communicating safety, security and emergency preparedness as top priorities to all employees.
· Developing relations with outside organizations that may participate in and contribute to the SSEPP, including local public safety and emergency planning agencies.
· Having full knowledge of all standard and emergency operating procedures.
· Ensuring that drivers make safety, security, and emergency preparedness a primary concern when on the job.
· Managing or assisting in information dissemination regarding transit safety and security emergency events.
2.3   Critical Assets TC "2.3   Critical Assets" \f C \l "2"  

2.3A. - OVERVIEW
In security terms, the assets of NAME OF TRANSIT AGENCY are broadly defined as people, information, and property.  In public transportation, the people include passengers, employees, visitors, contractors, vendors, nearby community members, and others who come into contact with the system. Information includes operating and maintenance procedures, vehicle control and power systems, employee information, computer network configurations and passwords, and other proprietary information.  Assets are critical when their loss either endangers human life or impacts the ability of our transit system to maintain service. In reviewing assets, we have prioritized those that are most important to sustain service.  These critical assets may require higher or special protection.
2.3B. - ASSET ANALYSIS
A simple process called “asset criticality valuation” was performed by NAME OF TRANSIT AGENCY to identify and analyze critical assets for the entire system under the full range of operational conditions.  This process helped transit management to prioritize the allocation of limited resources in protecting the most vital elements of our operation.  In this asset analysis we have considered the following:
· the value of the asset, including current and replacement value; 

· the value of the asset to a potential adversary; 

· location of the asset; 

· how, when, and by whom an asset is accessed and used; and 

· if these assets are lost, what is the impact on passengers, employees, equipment, public safety organizations, the general public and our transportation operation. 

2.4   Activation and Modification TC "2.4   Activation and Modification" \f C \l "2" 
This SSEPP is activated through a Memorandum of Executive Approval by NAME OF TRANSIT AGENCY.

This SSEPP is a “living document” and it is incumbent upon all appropriate personnel of the NAME OF TRANSIT AGENCY to constantly evaluate the effectiveness of this SSEPP and its implementation. We periodically review this SSEPP and update it on an as-needed basis. Transit management is responsible for this review.  
After internal and external evaluations, and based upon SSEPP review findings, transit management will revise this SSEPP to reflect new practices, policies and procedures.  The revised SSEPP will be accompanied by a new Memorandum of Executive.


3.   HAZARDS AND THREATS TC "3.   HAZARDS AND THREATS" \f C \l "1" 
3.1   Overview
The Threat and Vulnerability Assessment for NAME OF TRANSIT AGENCY provides an analytical process that considers the likelihood of a specific hazard or threat endangering the system.  The Threat and Vulnerability Assessment offers our transit system the ability to identify critical assets and their vulnerabilities to hazards and threats, to develop and implement countermeasures to these hazards and threats, and to monitor and improve program effectiveness. 
3.2   Hazard and Threat Identification
A hazard or threat is any action with the potential to cause harm in the form of death, injury, destruction of property, interruption of operations, or denial of services. Hazards and threats to   NAME OF TRANSIT AGENCY include accidents and incidents, hazardous materials, fires, acts of nature, or any event that could be perpetrated by criminals or terrorists.  
Hazard and threat analysis defines the level or degree of the hazard or threat by evaluating its probability and impact.  The process involves gathering historical data about hazardous or threatening events and evaluating the relevant information to assess the impact of these hazards and threats on NAME OF TRANSIT AGENCY.
Vulnerability is anything that can make an agency more susceptible to a hazard or threat.  This includes vulnerabilities in safety/security procedures and practices involving transit facilities, transit equipment and transit staff.  Vulnerability analysis identifies specific weaknesses to hazards and threats that must be mitigated.

NAME OF TRANSIT AGENCY completed a Threat and Vulnerability Assessment for the following hazards and threats:
- Accidents and Incidents

- Acts of Nature
- Critical Infrastructure 

- Hazardous Materials
- Criminal Activity
- Terrorism

3.3   Threat and Vulnerability Analysis
NAME OF TRANSIT AGENCY reviews hazard, threat and vulnerability analyses and establishes procedures to 1) eliminate; 2) mitigate; 3) transfer, and/or 4) accept specific risks.  Prioritization of safety/security remediation measures is based on risk analysis and a course of action acceptable to transit management.

4.   SAFETY TC "4.   SAFETY" \f C \l "1" 
4.1   Management and Organization TC "4.1   Management and Organization" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address safety in relation to management and organization.
· Senior management is actively involved in safety program development and decision-making.
· There is a formal mission statement that includes emphasis on the priority of safety in transportation activities.

· The organization has a strategic/business planning process that emphasizes safety and sets safety goals with measureable objectives.

· There is a formal structure that defines chain of command and functional responsibilities and an individual is designated as responsible for system safety.
· The relationship between management and employees is open to communication on safety-related issues.
· When procuring transit vehicles, the organization takes into consideration safety issues such as seating configuration, lift placement, emergency exit doors and windows, and rollover risk.

· Vehicle delivery inspections focus on safety concerns such as road-worthiness and braking systems and these inspections are documented.

· The vehicle procurement process takes into consideration the possibility for safety related on-board technology, such as GPS/AVL systems.
· The organization has an overall risk management program that uses a formal methodology to identify, evaluate, and respond to risk.

· Appropriate required levels of insurance coverage are maintained.
4.2   Operations TC "4.2   Operations" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address operational safety. 
· The organization complies with all ADA safety requirements; this includes vehicle accessibility, onboard lift/ramp and securement equipment, and passenger assistance. 

· Safety concerns are taken into consideration when a particular vehicle type from the fleet is assigned to service delivery.

· Routes, schedules, and pick-up times are periodically evaluated for safe operation of service within the parameters of on-time performance.

· Service design and delivery allows a proper amount of time for driver relief.

· Bus stops or pick-up and drop-off locations are periodically evaluated for safety.

· There is enough time between check-in and scheduled pullout time for drivers to complete a comprehensive pre-trip inspection.
· Drivers are required to wear a seat belt at all times when operating a transit vehicle.

· Transit buses are clearly and properly identified with numbers on their sides that are easily visible from ground level and, when and if appropriate, a number on the roof that is clearly visible from the air.

· There is a formal process for documenting, tracking and responding to safety-related complaints from passengers or other members of the public.
· The organization has a passenger assistance policy defining the parameters of demand response service such as curb-to-curb or door-to-door and the specific type of assistance drivers can provide to passengers.  This policy is strictly enforced.

· There are formal protocols that outline expected driver response to on-vehicle emergencies.
· The organization equips transit revenue vehicles with basic safety equipment including fire extinguisher, biohazard kit, first aid kit, reflective triangles, web cutter, flashlight and a reflective vest for drivers.

· Web cutters are located on the vehicle within reach of a driver from the driver seat.
· The organization has formal policies that address the use of child safety seats and parameters for transporting unaccompanied children.

· When transit vehicles are equipped with passenger seat belts, passengers are encouraged or required to wear seat belts.

4.3   Maintenance and Technology TC "4.3   Maintenance and Technology" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address safety in relationship to maintenance and technology.
· The organization has a vehicle maintenance plan that includes formal procedures for preventive and corrective maintenance.

· All vehicle maintenance required by manufactures warranty provisions is being performed.
· The maintenance management function ensures that vehicles are regularly and systematically inspected and maintained in accordance with the vehicle maintenance plan.

· The organization has a tracking system to schedule vehicle inspections and maintenance intervals and records date or mileages when services are due.

· The organization’s commitment to the safety of its passengers is reflected in the way it keeps transit vehicles clean and clear of safety hazards. 
· There are open lines of communication between the in-house or outsourced maintenance function and drivers that results in the sharing of expertise to maintain the operational safety of the fleet.

· Drivers perform vehicle pre-trip inspections and document these inspections on a formal checklist.
· The organization has a system to identify defects that require corrective maintenance and forms to document the defects and the maintenance conducted to correct the defects.

· Vehicle defects that drivers note during pre-trip inspections are repaired in a timely manner and management validates the repairs.
· Wheelchair lifts, ramps, securement devices and other accessibility features of transit vehicles are tested daily, and the organization ensures there are no recurring patterns of lift failure or related problems.

· All vehicle preventive maintenance activities are documented utilizing a formal checklist.
· Daily pre-trip vehicle inspections forms are kept on file for the period required by the New Mexico Department of Transportation (NMDOT).

· All preventive maintenance documentation, including work orders, purchase orders, and/or invoices, are kept on file for the life of a vehicle.

· All corrective maintenance documentation, including work orders, purchase orders, and/or invoices, are kept on file for the life of a vehicle.

· Separate and distinct records are maintained in individual vehicle files detailing all maintenance activities on each vehicle.
· If the organization uses hazardous materials and stores them on site, it has a hazardous material program that addresses container labeling and includes material safety data sheets (MSDS), a formal inventory of the materials, an approved plan for disposal, a plan for reacting to an emergency involving hazmat release, and employee training on handling hazardous materials.

4.4   Scheduling, Dispatching and Communications TC "4.4   Scheduling, Dispatching and Communications" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address dispatching and communication.

· The organization ensures, as best it can, that there is reliable communication coverage between vehicles and base.
· There is always a dispatcher or supervisor available to respond to drivers needs during all hours that service is being delivered.

· Dispatchers and supervisors have formal safety protocols immediately available to them to guide their response to transit emergencies.

· There is a strong policy governing driver personal cell phone use to lower driver distraction safety risks.  

4.5   Personnel TC "4.5   Personnel" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address the safety of personnel.

· There is a formal personnel policy document addressing all personnel actions relative to transit employees, and records are kept that prove employees have signed for receipt of the policy.

· The organization utilizes the NMDOT Transit Operating Procedures for Safety and Security (TOPSS) and a Driver Handbook that addresses all safety related standard and emergency operational activities.  Employees sign for receipt of Handbook.
· There is a formal dispatcher policy document or dispatcher handbook that addresses all safety activities related to the dispatch function.

· The customer service policy governs passenger behavior and encompasses personal oxygen tanks, service animals, levels of driver assistance, restricted type and amount of items passengers can bring onboard, restricted passenger activities on vehicles, and the right of the organization to refuse service to a passenger based on behavior or other safety-related issues.
· There is a driver fatigue program that tracks and monitors on-duty and/or driving hours to minimize fatigue related safety risks.

· The organization has a formal and written workplace violence policy and program.

· The organization is compliant with all Drug and Alcohol Program requirements as mandated by the Federal Transit Administration and the NMDOT, and the NMDOT Drug and Alcohol Contractor validates this program.

· There are formal job descriptions for drivers and other safety-sensitive personnel.

· The organization uses a formal job application form and verifies all information provided by applicants of safety-sensitive positions.

· Driver license checks are conducted prior to selecting individuals to fill safety sensitive positions, and these checks are done at least annually throughout the employment tenure of an employee.

· As applicable, all Commercial Driver Licenses (CDL) requirements are followed.

· There is a process to determine driver fitness for duty based on an examination by a medical professional.
· Behind the wheel safety related driver performance evaluations are conducted at hire and at least annually thereafter; the documentation of these evaluations are kept on file.

· When the tools of coaching, counseling or discipline are used to improve transit employee safety performance, these activities are documented and kept on file.

4.6   Training TC "4.6   Training" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address training.
· There is an overall training plan that guides all employee training and development activities.  

· There are training curriculum/lesson plans, training schedules and materials to support all in-house training efforts.
· Trainers have appropriate background and qualifications to deliver training in assigned areas and receive periodic train-the-trainer instruction.
· Copies of all employee certificates and awards that document training or safety accomplishments are kept on file.

· Written records of all training classes are maintained; these records include training content, training dates, and signatures of both trainer and trainee.
· All on-the-job and behind-the-wheel training is documented with dates, times, information covered, and signatures of trainer and trainee.
· Individual employee files are maintained with documentation of all training each employee receives during his or her tenure with the organization.

· Drivers receive formal defensive driving training at hire and at least every three years thereafter.

· Drivers receive training at-hire and periodically thereafter on hazardous driving conditions specific to the geography of the region.

· At hire and at least every 3 years thereafter, drivers receive training on passenger assistance and sensitivity techniques, and on lift equipment operation and wheelchair securement for each vehicle type in the fleet.
· At hire and at least every 3 years thereafter, drivers receive emergency/crisis management training that includes accident/incident and vehicle fire and evacuation procedures.
· Local fire department personnel conduct periodic training for transit drivers and other staff on using fire extinguishers and evacuating a transit vehicle when fire or fire risk is present.
· At hire and as required thereafter to maintain certification, drivers receive First Aid and CPR training.
· At hire and periodically thereafter, drivers receive training on blood borne pathogen control procedures.

· Drivers receive a hands-on orientation on every vehicle prototype in the fleet that they may be called upon to operate.  This training is documented.
· Drivers are trained at hire and periodically thereafter on appropriate pre-trip inspection techniques.

· Dispatchers and supervisory staff receive specialized training on safety related procedures and protocols specific to their job function.

· Drivers, dispatchers, and supervisory staff receive periodic training on radio use or other communication protocols.

· Retraining based on poor safety-related performance is provided as needed for safety sensitive employees. This training is documented.
4.7   Facilities TC "4.7   Facilities" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address facility related safety.
· There is a facility risk reduction strategy to minimize possible theft, burglary and vandalism of transit assets.
· Periodic transit system facility safety audits are performed and documented.

· Building evacuation plans are posted in transit facilities and exits are clearly marked.
· Safety related facility maintenance is performed as required and documented.
· There is a program for ensuring facility safety for all employees that addresses workplace cleanliness and required safety standards and equipment.
· The organization has a fire prevention and reaction plan and conducts and documents periodic fire hazard inspections.
· Fire extinguishers are mounted at appropriate locations throughout facilities and properly monitored.

4.8   Safety Assurance and Analysis TC "4.8   Safety Assurance and Analysis" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address safety assurance and analysis.
· There is a methodology to identify internal and external hazards including but not limited to weather, hazmat release, fires, and accidents and incidents.

· There is a process to analyze organizational vulnerability to hazards and reduce or resolve safety hazards as is possible and realistic.

· Regular safety meetings are held to promote safety awareness in drivers and other safety-sensitive employees. These meetings are formally documented with agenda and signatures of attendees. 
· There are formal and informal processes to solicit information from employees on safety concerns for the purpose of eliminating, reducing, minimizing or shifting risk.
· There are formal guidelines and procedures for employees to follow after a transit vehicle accident.
· There are formal guidelines and procedures for employees to follow after an employee or passenger incident.
· Vehicle accidents and passenger incidents are recorded on appropriate forms.
· There is a formal accident/incident investigation process and managers/supervisors that report to accident scenes have been formally trained on that process.

· There is a formal methodology for determining whether accidents/incidents are preventable or non-preventable and the actions, if any, that are to be taken based on these decisions.
· All accident and incident related documentation is kept on file.

· The organization periodically analyzes data on accidents and incidents, vandalism and crimes, and safety related customer complaints for discernible trends to aid in developing procedures to enhance safety.

· The organization attempts to capture, document and analyze safety-related “near miss” information to increase the potential for reducing future safety-related vulnerabilities.

· When and if the organization contracts for services, it assumes the responsibility for monitoring and documenting contractor safety performance and addressing contractor safety deficiencies.
5.   SECURITY TC "5.   SECURITY" \f C \l "1" 
5.1  Management and Organization TC "5.1  Management and Organization" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address security in relation to management and organization.

· Senior management is actively involved in security program development and decision-making.

· There is a formal structure that defines chain of command and functional responsibilities, and an individual is designated as responsible for system security.

· The relationship between management and employees is open to communication on security-related concerns.
· The vehicle procurement process takes into consideration the possibility for security-related onboard technology, such as surveillance cameras.
· The organization has antivirus programs installed on all computers and/or computer networks, and regularly backs-up its computer data and stores it in a safe location.
· The organization correctly classifies all documents containing transit security sensitive information (SSI) and properly protects these documents.

5.2  Operations TC "5.2  Operations" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address operational security. 

· There is a formal process for documenting, tracking and responding to security-related complaints from passengers or other members of the public.

· Dispatchers and supervisors have formal security protocols immediately available to them to guide their response to transit emergencies.

· The organization has appropriate formal security protocols for managing fare revenue including processes for removal from vehicle, handling, counting and transfer to the bank.
· There is an emergency code for drivers to use in notifying dispatch that law enforcement response is needed based on a violent or potentially violent perpetrator on the vehicle.

· There are specific procedures and guidelines for all transit employees to follow to respond to criminal/terrorist activity occurring onboard or in transit facilities.
5.3  Personnel and Training TC "5.3  Personnel and Training" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address the security of personnel and security training.

· The organization has a customer service policy governing passenger behavior in reference to on-vehicle security concerns.

· Criminal background checks are required of all applicants for employment. 
· There is a formal process to evaluate security-related employee performance.
· At hire and at least every 3 years thereafter, drivers receive emergency/crisis management training that includes procedures for responding to potentially dangerous security-related situations on buses, at boarding locations, or in transit facilities.

· All employees receive security awareness training on recognizing, reacting to and reporting suspicious people, behavior, items and vehicles.

· The organization issues employee identification badges.

· Local law enforcement periodically conducts training for drivers and other transit staff on ways to react to violent or potentially violent individuals on buses or in transit facilities.
5.4  Facilities TC "5.4  Facilities" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address facility related security.

· The organization addresses transit facility security, both inside and outside, as is reasonable and practical.
· As is reasonable and practical, the organization ensures the security of transit vehicle storage areas.

· Local law enforcement periodically patrols transit facilities and vehicle storage areas.

· As is reasonable and practical, the organization has an access control methodology to secure its transit facilities.
5.5   Security Assurance and Analysis TC "5.5   Security Assurance and Analysis" \f C \l "2" 
NAME OF TRANSIT AGENCY has programs, policies, procedures, protocols or infrastructure that address security assurance and analysis
· There is a methodology to identify internal and external security threats.
· The organization has a process to analyze vulnerability to threats and reduce or resolve security threats as is possible and realistic.

· Information on transit security threats and vulnerabilities is discussed with appropriate law enforcement entities and, as may be necessary, advice on mitigating risk is sought.
· There are formal protocols to guide employee response to bomb threats, and bomb threat checklists are kept near telephones.

· The organization provides employees information on identifying and managing suspicious mail, as necessary.
· All security related incidents are documented and kept on file. 
· The organization periodically analyzes security data for discernible trends to aid in developing procedures to enhance security.

· The organization attempts to capture, document and analyze security-related “near miss” information to increase the potential to reduce future security-related vulnerabilities.

· When or if the organization contracts for services, it assumes responsibility for monitoring and documenting contractor security performance and addressing contractor security deficiencies.
6.   EMERGENCY PREPAREDNESS TC "6.   EMERGENCY PREPAREDNESS" \f C \l "1" 
6.1  Preparedness TC "6.1  Preparedness" \f C \l "2" 
NAME OF TRANSIT AGENCY has emergency plans, policies and procedures that address preparedness. 
· An inventory of transit vehicles and other critical transit assets is used to assess the emergency response capabilities of the organization to continue serving customers during localized emergencies and assist in community-wide emergency response.  
· The organization makes ongoing efforts to be involved in local emergency planning activities.
· The organization works with emergency management to develop collaborative strategies for using transit resources to respond to community emergencies.
· The organization has planned for access to essential material supplies, such as fuel, and other resources required for sustained emergency response.

· The organization has planned for back-up modes of operation in the event of a power outage or communication systems loss.

· In order to establish realistic emergency planning assumptions, the organization has identified essential personnel that are required to report to work during emergencies and created a mechanism to determine the number of transit staff that would report to work during an emergency.

· As appropriate, orientations on transit vehicle operation are provided to local law enforcement and fire personnel.
· The organization provides employees information on personal and family emergency preparedness.
· Managers and supervisors are certified in the National Incident Management System (NIMS) to the levels recommended by the NMDOT.

· The organization proactively pursues opportunities to participate in community emergency response drills or exercises.
6.2  Prevention TC "6.2  Prevention" \f C \l "2" 
NAME OF TRANSIT AGENCY has emergency plans, policies and procedures that address prevention.

· The organization proactively pursues opportunities to foster interagency coordination with law enforcement, fire, emergency management and other key stakeholders to improve overall emergency response capabilities.
· The organization has researched and resolved concerns about insurance liability and limits of coverage for transit resources if they are used in emergency exercises or actual community emergency response.
· The organization has worked to develop a Memorandum of Understanding or other interagency agreement with emergency management that defines transit’s roles and responsibilities during community-wide emergency response
6.3  Response TC "6.3  Response" \f C \l "2" 
NAME OF TRANSIT AGENCY has emergency plans, policies and procedures that address response.

· Managers and supervisors have up-to-date call down lists to mobilize transit staff during emergencies and these lists are available at all times.
· The organization pursues strategies with emergency management to enhance radio communication interoperability or provide alternative communication methods to facilitate communication between transit and other key stakeholders during community emergency response.

· The organization has procedures to communicate information on transit service availability before, during and after emergencies to customers and partner agencies.

· The organization is proactive in attempts to work with emergency management on ways to communicate and coordinate with the Emergency Operations Center (EOC) during community-wide emergency response.

· Vehicles are fueled and prepped at the end of each service day to ensure transit resources are available to respond to any type of emergency.

· Thresholds have been established for suspending service delivery due to risk.

· The organization has plans that address the transportation needs of customers that are “in-system” when an emergency occurs.

· The organization has considered ways to continue providing essential life-supporting transportation services to customers, such as trips to kidney dialysis, during emergencies.
· The organization pursues opportunities to assist emergency management in identifying people with disabilities and others with access and functional needs that may need evacuation assistance in an emergency.
· Every effort is made to coordinate with emergency management to ensure transit will not be asked to provide emergency transport for people with physical and psychological needs that require assistance beyond the capabilities and training of drivers.

· The organization has realistic policies and procedures that address transporting pets during community evacuation response.
6.4  Recovery TC "6.4  Recovery" \f C \l "2" 
NAME OF TRANSIT AGENCY has emergency plans, policies and procedures that address recovery.

· The organization has planned for restoring services following an emergency service disruption.

· The organization pursues opportunities to discuss strategies with emergency management to ensure that people with disabilities being returned by transit to their residences after an emergency have the necessary resources and support to resume living independently.

· The organization has a process for providing access to counseling for employees that experience trauma during an emergency or disaster.

· The organization is aware of methods to document transit related costs and damage to transit resources incurred during community emergency response or disasters and is acquainted with all the possible sources of reimbursement.

Appendix TC "Appendix" \f C \l "1" 
SSEPP SUPPORTING DOCUMENTS
 TC "SSEPP SUPPORTING DOCUMENTS" \f C \l "2" 
NAME OF TRANSIT AGENCY completed the following supporting documents as a part of its overall Threat and Vulnerability Assessment and Safety, Security and Emergency Preparedness Plan (SSEPP).  

· Capabilities Assessment
· Critical Asset Analysis
· Hazard and Threat Assessments

· Prioritized Risk Reduction Strategies
· Memorandum of Understanding with Emergency Management
· Memorandum of Executive Approval 

CAPABILITIES ASSESSMENT TC "CAPABILITIES ASSESSMENT" \f C \l "3" 
[NAME OF TRANSIT AGENCY] Capabilities Assessment


Adapted from the Federal Transit Administration
Section 1: Security Awareness & Threat Management 

1. Does your system have policies in place to ensure that personnel check vehicles, rest rooms, parking areas, and stairways for unusual, out-of-place, or abandoned items? 

□ Yes 

□ No 

□ N/A

 

2. Has your system trained its personnel on recognizing and reporting unusual, out-of-place, or unattended objects? 

□ Yes 

□ No 

□ N/A

 

3. Has your system incorporated security concerns into procedures for pre-trip inspections, vehicle cleaning, and vehicle fueling? 

□ Yes 

□ No 

□ N/A

 

4. Have appropriate personnel at your system received security or emergency management training from the FTA or another source? 

□ Yes 

□ No 

□ N/A

 
5. Has anyone at your agency been certified in the National Incident Management System (NIMS) and/or the Incident Command System (ICS)?

□ Yes 

□ No 

□ N/A

 
Section 2: Preparedness Planning 

1. Does your system have access to personnel with security management experience, knowledge, skills and abilities? 

□ Yes 

□ No 

□ N/A

 

2. Does your system have standards for design, engineering, and procurement that consider safety and security risks? 

□ Yes 

□ No 

□ N/A

 

3. Does your system apply standards for safety and security whenever additional routes and services are considered? 

□ Yes 

□ No 

□ N/A

4. Does your system have an ongoing liaison program with local law enforcement and/or fire service? 

□ Yes 

□ No 

□ N/A

 

5. Has your system documented its safety and security measures in plans and procedures? 

□ Yes 

□ No 

□ N/A

 

6. Do your employees understand their roles and responsibilities for protecting passengers and other employees from safety and security threats? 

□ Yes 

□ No 

□ N/A

 

7. Does someone from your agency participate in the Local Emergency Planning Committee?

□ Yes 

□ No 

□ N/A

 
Section 3: Safety & Security Management 

1. Does your system have a designated safety/security point person and/or committee? 

□ Yes 

□ No 

□ N/A

 

2. Does your system have specific plans for managing bomb threats? 

□ Yes 

□ No 

□ N/A

 

3. Does your system have specific plans to guide facility and vehicle evacuations? 

□ Yes 

□ No 

□ N/A

 

4. Does your system coordinate with neighborhood watch programs? 

□ Yes 

□ No 

□ N/A

 

5. Has your system reviewed its procedures for managing mail and deliveries to assess security considerations? 

□ Yes 

□ No 

□ N/A

 

6. Have your employees received training for dispute resolution and conflict management? 

□ Yes 

□ No 

□ N/A

 

7. Has your system developed a program to address workplace violence? 

□ Yes 

□ No 

□ N/A

 

Section 4: Threat & Vulnerability Assessment 
1. Does your system have a current listing of its critical assets? 

□ Yes 

□ No 

□ N/A

 

2. Does your system have a current assessment of specific hazards and threats to its operation?

□ Yes 

□ No 

□ N/A

 

3. Does your system have a prioritized listing of current vulnerabilities?

□ Yes 

□ No 

□ N/A

 

4. Does your system have a current program in place to reduce system vulnerabilities? 

□ Yes 

□ No 

□ N/A

 
Section 5: Physical Security 
1. Does your system require that employees wear badges or other forms of identification? 

□ Yes 

□ No 

□ N/A

 

2. Does your system have procedures to log non-routine entries (e.g., visitors, personnel during off-shift, and personnel not normally assigned) to administrative facilities? 

□ Yes 

□ No 

□ N/A

 

3. Does your system have procedures to verify the identity of a visitor before issuing a badge, pass, or credential? 

□ Yes 

□ No 

□ N/A

 

4. Does your system have inventory control procedures for access badges, uniforms, and equipment? 

□ Yes 

□ No 

□ N/A

 

5. Have system personnel been trained to challenge people who do not appear to belong in restricted areas or who do not have the appropriate identification displayed? 

□ Yes 

□ No 

□ N/A

 

6. Does your system have gated perimeter fencing for storage of its revenue vehicles? 

□ Yes 

□ No 

□ N/A

 

7. Are vehicle numbers visible on the top, side, front and rear of all vehicles?

□ Yes 

□ No 

□ N/A

 

Section 6: Emergency Response Capabilities 
1. Does your system have an emergency plan? 

□ Yes 

□ No 

□ N/A

 

2. Does your emergency plan specify use of the incident command system?

□ Yes 

□ No 

□ N/A

 

3. Does your system have a pre-identified incident response/safety review personnel? 

□ Yes 

□ No 

□ N/A

 

4. Have your employees been trained in the emergency plans and procedures? 

□ Yes 

□ No 

□ N/A

 

5. Does your system conduct routine simulation drills and incident exercises? 

□ Yes 

□ No 

□ N/A

 
 

6. Does your system coordinate emergency response training with local first responders?

□ Yes 

□ No 

□ N/A

 

Section 7: Previous Experience 

1. Has your system experienced an emergency in the last 12 months?

□ Yes 

□ No 

□ N/A

 

2. Has your system experienced an emergency in the last decade?

□ Yes 

□ No 

□ N/A

 

3. If yes, do you feel the agency responded as well as could be expected?

□ Yes 

□ No 

□ N/A

 

CRITICAL ASSET ANALYSIS TC "CRITICAL ASSET ANALYSIS" \f C \l "3" 
CRITICAL ASSET ANALYSIS

	Critical Assets
	Level of Criticality

(Rate as High, Medium, Low)
	Level of Vulnerability

(Rate as High, Medium, Low)

	Vehicles
	
	

	     Buses/vans
	
	

	     Administrative vehicles
	
	

	     Radios
	
	

	     Fare boxes
	
	

	Maintenance Area

     In-house
	
	

	     Contractor
	
	

	Storage Lots
	
	

	     Vehicle areas
	
	

	     Entrances/exits
	
	

	     Fuel areas
	
	

	Office Facilities and Equipment
	
	

	     Office equipment
	
	

	     Computers
	
	

	     Phone systems
	
	

	     Radio system
	
	

	     Entrances/exits
	
	

	     Restrooms
	
	

	     Storage areas
	
	

	     Revenue collection facilities
	
	

	     Employee parking lots
	
	

	Transit Support
	
	

	     Transit/Transfer Center
	
	

	     Bus Stops
	
	

	     Bus Shelters
	
	

	People
	
	

	     Drivers
	
	

	     Other transit staff
	
	

	     Passengers
	
	

	     General public
	
	


HAZARD AND THREAT ASSESSMENTS TC "HAZARD AND THREAT ASSESSMENTS" \f C \l "3" 
Accident and Incident Assessment

	Threat/Hazard
	A.

Likelihood

1 = improbable

10 = certain
	B.

Impact on Service Delivery

1 = minor

10 = catastrophic
	C.

Financial Impact

1 = negligible

10 = catastrophic
	 Vulnerability Index

(A+B+C)

	Accidents & Incidents
	
	
	
	

	Minor Vehicle Collision
	
	
	
	

	Major Collision no injuries
	
	
	
	

	Major Collision injury/injuries
	
	
	
	

	Major Collision fatality
	
	
	
	

	Passenger Injury before boarding/ after alighting
	
	
	
	

	Passenger Fall on vehicle/no injury
	
	
	
	

	Passenger Fall on vehicle/injury
	
	
	
	

	Employee Injury


	
	
	
	

	Wheelchair Lift Failure/no injury
	
	
	
	

	Wheelchair Lift Failure/injury
	
	
	
	

	Injury Based on Securement Problem


	
	
	
	


Organizational Infrastructure Assessment
	Threat/Hazard
	A.

Likelihood

1 = improbable

10 = certain
	B.

Impact on Service Delivery

1 = minor

10 = catastrophic
	C.

Financial Impact

1 = negligible

10 = catastrophic
	 Vulnerability Index

(A+B+C)

	Organizational Infrastructure
	
	
	
	

	Trespassing


	
	
	
	

	Vandalism


	
	
	
	

	Employee Theft


	
	
	
	

	Bomb Threat


	
	
	
	

	Dangerous Mail


	
	
	
	

	Brief Power Outage
	
	
	
	

	Extended Power Outage
	
	
	
	

	Hard Drive Crash/Cyber Attack
	
	
	
	

	Loss of Landline Phone Service
	
	
	
	

	Loss Of Cell Phone Service
	
	
	
	

	Loss Of Radio System
	
	
	
	

	Minor Structural Fire
	
	
	
	

	Major Structural Fire
	
	
	
	

	Vehicle Fire without injuries
	
	
	
	

	Vehicle Fire with injury/fatality
	
	
	
	


Acts of Nature Assessment
	Threat/Hazard
	A.

Likelihood

1 = improbable

10 = certain
	B.

Impact on Service Delivery

1 = minor

10 = catastrophic
	C.

Financial Impact

1 = negligible

10 = catastrophic
	 Vulnerability Index

(A+B+C)

	Acts of Nature
	
	
	
	

	Flooding in community
	
	
	
	

	Flooding of transit facilities
	
	
	
	

	High Winds
	
	
	
	

	Wild Fire
	
	
	
	

	Dust Storm
	
	
	
	

	Severe Winter Weather
	
	
	
	

	Fog
	
	
	
	

	Tornado
	
	
	
	

	Severe Thunderstorms
	
	
	
	

	Landslide/

Rockslide
	
	
	
	


Hazardous Materials Assessment

	Threat/Hazard
	A.

Likelihood

1 = improbable

10 = certain
	B.

Impact on Service Delivery

1 = minor

10 = catastrophic
	C.

Financial Impact

1 = negligible

10 = catastrophic
	 Vulnerability Index

(A+B+C)

	Hazardous Materials
	
	
	
	

	Blood borne Pathogen Spill
	
	
	
	

	Toxic 
Release
	
	
	
	

	Fuel Related Event
	
	
	
	


Criminal Activity Assessment
	Threat/Hazard
	A.

Likelihood

1 = improbable

10 = certain
	B.

Impact on Service Delivery

1 = minor

10 = catastrophic
	C.

Financial Impact

1 = negligible

10 = catastrophic
	 Vulnerability Index

(A+B+C)

	Criminal Activity


	
	
	
	

	Non-employee Theft
	
	
	
	

	Menacing Behavior on Vehicle
	
	
	
	

	Assault on Vehicle
	
	
	
	

	Assault on Employees

at or near facility
	
	
	
	

	Shooter on Vehicle
	
	
	
	

	Hostage Situation on Vehicle
	
	
	
	


Domestic or International Terrorism Assessment
	Threat/Hazard
	A.

Likelihood

1 = improbable

10 = certain
	B.

Impact on Service Delivery

1 = minor

10 = catastrophic
	C.

Financial Impact

1 = negligible

10 = catastrophic
	Vulnerability Index

(A+B+C)

	Terrorism
	
	
	
	

	Suspicious Item Vehicle/Facility
	
	
	
	

	Improvised Explosive Device
	
	
	
	

	Weapon of Mass Destruction
	
	
	
	


PRIORITIZED RISK REDUCTION STRATEGIES TC "PRIORITIZED RISK REDUCTION STRATEGIES" \f C \l "3" 
Prioritized Risk Reduction Strategies
	 Vulnerabilities

Identified


	Risk Reduction 

Actions Planned

	1
	
	

	2
	
	

	3
	
	

	4
	
	

	5
	
	

	6
	
	

	7
	
	

	8
	
	

	9
	
	

	10
	
	


MEMORANDUM OF UNDERSTANDING WITH EMERGENCY MANAGEMENT TC "MEMORANDUM OF UNDERSTANDING WITH EMERGENCY MANAGEMENT" \f C \l "3" 
DRAFT MEMORANDUM OF UNDERSTANDING

[NAME OF TRANSIT AGENCY] AND EMERGENCY MANAGEMENT

Purpose: To establish specific agreement between transit agency staff and Community Emergency Management in the event of a community incident/emergency or an incident/emergency on board a transit vehicle or on transit agency property.
Policy/Authority: This Memorandum of Understanding is established by [NAME OF CITY/COUNTY] and covers and is agreed to by the following agency: [EMERGENCY MANAGEMENT].
Transit Authority of Command:

1. The authority of command at any incident/emergency will lie with the first transit representative on the scene until such time as the Transit Manager arrives at the scene. 

2. Whenever the Transit Manager is not available, the SUCCESSION STANDARD applies.

Interface/Coordination with Transit Agency:

1. In the event of an incident/emergency on board a transit vehicle or on transit agency property, [NAME OF TRANSIT AGENCY] will follow established protocols.
2. In the event of a community incident/emergency [NAME OF TRANSIT AGENCY] is available to assist as needed. This could include:

• Assisting in the evacuation of citizens in the affected area,

• Transporting First Responders to and from the scene

• Using transit vehicles in the staging area as a protected environment for First Responders or victims of the incident/emergency

• Evacuating the elderly and/or persons with disabilities to or from nursing home, or other care facilities

• Other, as determined by agency management and/or the Incident Commander (IC).
3. The determination of the transit agency’s response will be made by the Incident Commander in conjunction with the Transit Manager or his/her designee as per the SUCCESSION STANDARD.

__________________________________________________

________________

Signature and Title







Date

__________________________________________________

________________

Signature and Title







Date

MEMORANDUM OF EXECUTIVE APPROVAL TC "MEMORANDUM OF EXECUTIVE APPROVAL" \f C \l "3" 
MEMORANDUM OF EXECUTIVE APPROVAL

To: All Employees and Contractors

From: [NAME OF EXECUTIVE AND TITLE]

Date: [DATE]

Subject: System Safety, Security and Emergency Preparedness Plan
It is the objective of NAME OF TRANSIT AGENCY to provide safe, secure and reliable service for its passengers and employees. To demonstrate our commitment, we have developed this Safety, Security and Emergency Preparedness Plan (SSEPP). 
NAME OF TRANSIT AGENCY has a sincere concern for the welfare and safety of its employees and contractors, as well as the public it serves. The operation and maintenance of NAME OF TRANSIT AGENCY requires a continual emphasis on safety and security.  The safety and security function must be supported by an effective capability for emergency response, both to support resolution of those incidents that occur on transit property and those events that affect the surrounding community served by our transit operation.

This SSEPP describes the policies, procedures and requirements to be followed by all personnel in order to provide a safe and secure operating environment and to support community emergency response. All personnel are expected and required to adhere to the policies, procedures, and requirements established herein and to properly and diligently perform safety and security related functions as a condition of employment.

The management of NAME OF TRANSIT AGENCY will provide leadership in promoting safety, security and emergency preparedness throughout the organization. Management and staff will be continually and directly involved in formulating, reviewing and revising our safety, security and emergency preparedness policies, goals and objectives. Each employee and contractor of NAME OF TRANSIT AGENCY is governed by the requirements and terms of this Plan and must conscientiously learn and follow prescribed safety, security and emergency procedures. Each employee must operate safely, use equipment, tools and materials properly and be trained in the work rules and procedures for his/her areas of responsibility, including contingency plans for abnormal and emergency conditions. Each employee shall take active part in the identification and resolution of security concerns.

__________________________________________________ 

________________

Executive Signature and Title  






Date

Our “CAPABILITIES ASSESSMENT” is located in the APPENDIX.








Our “CRITICAL ASSET ANALYSIS” is located in the APPENDIX.








A template “MEMORANDUM of EXECUTIVE APPROVAL” is located in the Appendix.








Our “HAZARD and THREAT ASSESSMENT” and “PRIORITIZED RISK REDUCTION STRATEGIES” are located in the Appendix.








A template “MEMORANDUM OF UNDERSTANDING” with Emergency Management is located in the Appendix.
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